Using C# for high performance
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What is a NAT?
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What is a NAT?
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Why C#?
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Why C#?

try

Methods L

SetSendIntf(Bxel);

var values = from uint i in Enumerable.Range(@, 19}4f""’————”’————”’—————”’————’—

join ulong v in dataplane.tdata
on 1 equals v & BxFF
where (v & BxFFE8) == 8xlD&e8

select v.Extract_Bytes(until_byte: 1i); Generics
Loops —_— 4 
foreach (var v in values.Cast<int:»())

{
wneu Task<TCPWrapper>({)} =» new TCPWrapper(dataplane.tdata, v, 18)}); OO0OP
Memory Management task.Start(); <

task.ContinueWith(tcp =» TCP(null, null, tcp.Result, null)).Wait();

F
¥
EXCGptIOﬂS T catch (ArgumentException ex)
{ Concurrency
Console.WritelLine(ex);
¥

Lambdas

Also iterators, properties, inheritance, libraries, dynamic variables, safe expressive type system, ...



Why C#:

¢ Nt (Debugging) - Microsoft Visual Studio X & | QuickLaunch (Ctrl+Q) P - B x
File Edit View Project Build Debug Team Tools Test Analyze MWindow Help Jonny Shipton -
‘@-0 (B -u P2 - -|[o Any CPU P Continue~ |51 51 m O[T |2 ¢ At |® ¢ | ~ @ Application Insights ~ _

: Process: | [23300] Natwshost.exe | [7] Lifecycle Everts = Thread: | [12634] Main Thread Bh ¢ Stack Frame: | EmuUtiLNetFPGA | .-

NAT.cs NetFPGA_Util.cs & X ARPWrapper.cs Addressing.cs Util.cs = | Diagnostic Tools - 1 X
-1 %5 EmuUtilNetFPGA_Util ~ | @3 Set(ulong(] data, int offset, ulong value, ~ £ Select Tools + \ A Zoom In & Zoom Out 7 Reset View
e — 2 = s A
;:: ;;‘é:c; jfzii:; :’3; T Disgnostics session: 0 seconds (110 ms selected)

int offsetl = (offsets) * g; = = ]
4 Events
/f Mask to constrain data to specified length B \ ‘
ulong mask = (~BuL) >> (64 - lengthi); 4 Process Memory GC V¥ Snapshot @ Private Bytes
value &= mask; 100 100
// Mask out where the data will go
ulong maskOut = ~(mask << offsetl);
// Set the bits in the first ulong N o 0
data[index] - (data[index] & maskout) | (value << offsetd);] 4CPU (% of all processors)

Events Memory Usage CPU Usage
// Check vhether we need to set any bits in a second ulong

if (offset / 8 == (offset + length - 1) / 8) // In 2 Single ulong | Seuichibvents £-
return; Event Time Duration Thread

else // Across tuo ulongs & Breakpoint Hit 010s 1oms [18684]

1{

// Calculate the

Name Value

b & dote {ulong30]} ulong(]
@ offset ) int Emulltil dllEmuUtil. NetFRGA_Util Set15(ulong[] data, int offset, ushort value) Line 185
@ value 512 uleng Nat.exelEmu.Nat ARP Operationset(Emu.Nat ARPWrapper.Op value) Line 26 =3
@ length 2 int Nat.exelEmu.Nat NAT EntryPoint() Line 143 =3
@ lengtht 1 int Nat.exelEmu.Nat Bootstrap. Main(string[] args) Line 20 cz
@ index 2 int [External Code]
@ offsctd 4 int
@ offset! 2 int
@ mask 65335 uleng
@ maskOut 18846462603027808255 uleng

s [RIEd Watch 1 Output cpoints Exception Se Immediate Winc

& emu

™

Visual Studio  ReSharper

@ NUnitTest € X
OB DPHESH [@es Ty

Projects and Mamespaces =

@ 1 <MSFluent> (2 tests)
@ 1 <MSTest> (2 tests)
=-@ [ <NUnitTest> (8 tests)
=@ {) NUnitTest (8 tests)
=@ MUnitTest (8 tests)
@ Test_OK (2 tests)

@ Test_Trending_MUnit (4 tests)
& Test_Trending_NUnit()
W Test_Trending_NUnit(1)
[—] Test_Trending_NUnit(2)
W/ Test_Trending_NUnit(3)
- @ Test_Trending_MUnit_Fluent_FAIL (7 test)
@ Test_Trending_MNUnit_Fluent_FAIL()
+f Test_Trending_MUnit_Fluent_OK (7 test)
+f Test_Trending_MNUnit_Fluent_OK()

¢ 12 V5 o4 @3 @0

1 test failed
1 test failed
3 tests failed
3 tests failed
3 tests faileck One or me
Failed: One or more chi
: Test method h
rong numbe

Ignore

Ignore
1 test failed: One or mo
Ignored: Test method h
Success

Failed: Expected string

Success

1 test failed: One or mo
Failed: Expected string t
Success
Success

Xa0 ®BE+ ¢

» [ »  Platform: Auto  Framework: Auta » | Group by:

Test_Trending_NUnit(2) failed

Call -> result
2 =5 "Cory Monteith"
Expected string length & but was 13. Strings differ at
index 5.
Expected: "Cory b™
But was: “Cory Monteith™
A

at NUnit.Framework.Assert.That
(Object actual, IResolveConstraint expression, String message, Object
[1args)

Time (mins) to compile and run

Hardware
Verilog simulation

C#
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Compile C# to Verilog?!

Sequential/SynchronousSemantics

Concurrent Semantics

Synthesis
Y 4 Hardware

Verilog




Look at the code

else if (eth.Ethertype == EthernetWrapper.EtherType.ARP)
{
if (arp.Operation == ARPWrapper.Op.Request
&& arp.HardwareType == ARPWrapper.HwType.Ethernet
&& arp.ProtocolType == (ushort)EthernetWrapper.EtherType.IPv4
&& arp.HardwareAddressLength ==
&& arp.ProtocolAddressLength == 4)

Kiwi.Pause(); // Reduces Kiwi compile time
if (arp.TargetProtocolAddress == myInsideIP || arp.TargetProtocolAddress == myOutsideIP) // Request for a MAC I own
{

uint intfIp = arp.TargetProtocolAddress;

ulong intfMac = macOfIntf(dataplane.GetReceivelntf());

// Update arp packet to use as response

arp.0Operation = ARPWrapper.Op.Reply;
arp.TargetHardwareAddress = arp.5enderHardwarefddress;
arp.TargetProtocolAddress = arp.SenderProtocoliddress;
arp.SenderHardwareAddress = intfMac;
arp.SenderProtocolAddress = intfIp;

/f Update ethernet fields

B
eth.DestinationMac = arp.TargetHardwarelhddress;
eth.SourceMac = intfMac;

Kiwi.Pause();
[/ Send reply

SetSendIntf(dataplane.GetReceiveIntf());
SendFrame(pkt_size);



Look at the code

Object wrapping
raw dataarray

if (arp.Operation == ARPWrapper.Op.Request ...

Intuitive enum

Property

arp.Operation = ARPWrapper.Op.Reply;

public Op Operation { get { return (Op)data.Getl6(Offset + 6); }
set { data.Setl6(0ffset + 6, (ushort)value); } }
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Limitations

* No truly dynamic allocation (yet)

* Array sizes must be determined statically
e Objects can be allocated and used within loops

e Library support less mature
 Complexity -> longer compile times
* No reflection, dynamic invoke, etc.

 Clock cycles are more precious, so we want to do more in each one
* Asynchronous — Kiwi flattens code



Thanks to:

 Nik Sultana
e Salvator Galea
e David Greaves

 Networks-as-a-Service
(Naas-project.org)

* EPSRC

* Kynesim

KIwi

iy . . V24
Google “Kiwi compiler
http://www.cl.cam.ac.uk/~djg11/kiwi/
http://www.cl.cam.ac.uk/research/srg/han/hprls/orangepath/kiwic.html
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NetFPGA-SUME

http://netfpga.org /site/#/systems/1netfpga-sume/details/
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